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Abstract

In 1985 a powerful and practical public-key scheme was
produced by ElGamal; his work was applied using large
prime integers. El-Kassar et al. and El-Kassar and Haraty
modified the ElGamal public-key encryption scheme from
the domain of natural integers, Z, to two principal ideal do-
mains, namely the domain of Gaussian integers, Z[i], and
the domain of the rings of polynomials over finite fields,
F [x], by extending the arithmetic needed for the modifica-
tions to these domains. In this work we implement the clas-
sical and modified ElGamal cryptosystem to compare and to
test their functionality, realiability and security. To test the
security of the algorithms we use a famous attack algorithm
called Pollard’s rho algorithm which works in the domain
of natural integers. We enhance the pollard’s rho algorithm
to work with the modified ElGamal cryptosystems.

1 Introduction

Cryptography is the art or science of keeping messages
secret. People mean different things when they talk about
cryptography. Children play with toy ciphers and secret lan-
guages. However, these have little to do with real secu-
rity and strong encryption. Strong encryption is the kind of
encryption that can be used to protect information of real
value against organized criminals, multinational corpora-
tions, and major governments. Strong encryption used to
be only in the military domain; however, in the information
society it has become one of the central tools for maintain-
ing privacy and confidentiality.

One of the powerful and practical public-key schemes
was produced by ElGamal in 1985 [4]. El-Kassar et al. [7]
and El-Kassar and Haraty [5] modified the ElGamal public-
key encryption schemes from the domain of natural inte-
gers, Z, to two principal ideal domains, namely the domain

of Gaussian integers, Z[i], and the domain of the rings of
polynomials over finite fields, F [x], by extending the arith-
metic needed for the modifications to these domains.

In this paper, we compare and evaluate the classical and
modified ElGamal algorithms by implementing and running
them on a computer. We investigate the issues of complex-
ity, efficiency and reliability by running the programs with
different sets of data. Moreover, comparisons will be done
between these different algorithms given the same data as
input. In addition, implementation of an attack algorithm
will be presented. The attack algorithm consists of subrou-
tines used to crack encrypted messages. This is done by ap-
plying certain mathematical concepts to find the private key
of the encrypted message. After finding the key, it will be
easy to decrypt the message. A study will be done using the
results of running the attack algorithm to compare the se-
curity of the different classical and modified cryptographic
algorithms.

The rest of the paper is organized as follows: section 2
describes the classical technique of ElGamal cryptosystem,
which depends on the discrete logarithm problem. Then,
we present the modifications done on ElGamal encryption
scheme. In section 3, we deal with the attack algorithm.
In section 4, a testing procedure is used to evaluate the
classical and modified algorithms. Also, attack programs
is run to test the complexity, efficiency and reliability of
the different modified algorithms and compare them to the
classical one. A conclusion is drawn in section 5.

2 ElGamal Public-Key Cryptosystems

2.1 Classical ElGamal Encryption Scheme

The classical ElGamal encryption-decryption scheme is
one of the most popular and widely used public-key cryp-
tosystems. It is described in the setting of the multiplicative
group Z∗p of the field Zp = {0, 1, 2, 3, ..., p − 1}, the field



of integers modulo a prime integer p. The multiplicative
group, Z∗p, is a cyclic group generated by some generator
α 6= 1 whose order is equal to p− 1. That is, every element
of Z∗p is a power of α. Note that Zp is a complete residue
system modulo p and Z∗p is a reduced residue system mod-
ulo p.

The ElGamal public-key cryptosystem scheme works as
follows: Entity A generates the public-key by first generat-
ing a large random prime p, and then finds a generator α of
Z∗p. Next, A chooses randomly an integer a, 1 ≤ a ≤ p−2,
and computes αa(mod p). The public-key is (p, α, αa) and
A’s private-key is a. To encrypt the message m chosen from
Zp, entity B first obtains A’s public-key (p, α, αa). Then,
B chooses a random integer k, where 2 ≤ k ≤ p − 2, and
computes γ ≡ αk (mod p) and δ ≡ m.(αa)k (mod p). The
ciphertext is c = (γ, δ). To decrypt the message c sent by
B, A uses its own private-key a to recover the message m
by computing c ≡ γ−a.δ (mod p).

The following algorithms show the functionality of the
ElGamal cryptosystem:

Algorithm (Key generation for ElGamal public-key en-
cryption)

A should do the following:

1. Generate a large random prime p and generator θ of
Z∗p.

2. Select a random integer a, 1 ≤ a ≤ p−2, and compute
θa(mod p).

3. A’s public key is (p, θ, θa); A’s private key is a.

The following algorithm shows how entity B encrypts a
message m for A.

Algorithm (ElGamal public-key encryption)
B should do the following:

1. Obtain A’s authentic public key (p, θ, θa).

2. Represent the message as an integer m in the range
{0, 1, ..., p− 1}.

3. Select a random integer k, 2 ≤ k ≤ p− 2.

4. Compute γ = θk (mod p) and δ ≡ m · (θa)k (mod p).

5. Send the ciphertext c = (γ, δ) to A.

The following algorithm shows how entity A decrypts a
message c from B.

Algorithm (ElGamal public-key decryption)
A should do the following:

1. Use the private key a to compute γp−1−a (mod p)
(note: γp−1−a = γ−a = θ−ak).

2. Recover the message m by computing γ−a.δ (mod p).

2.2 ElGamal Cryptosystem in Zn.

In this scheme, the group G selected isZ∗n where n is not
necessarily a prime. Since ElGamal public-key encryption
scheme depends on the fact that group selected is cyclic, it is
important to know for which positive integers n is the multi-
plicative group Z∗n of integer modulo n is cyclic. Although
the ring Zn modulo a composite integer is not a field, it is
well known, that the multiplicative groupZ∗n is cyclic if and
only if n is either 2, 4, pt, or 2pt, where p is an odd prime
and t ≥ 1, see [8]. The order of Z∗n is φ(n), where φ(n) is
Euler phi function. We note that if α is a generator of Z∗n,
then Z∗n = {αi| 0 ≤ i ≤ φ(n)− 1} and b ≡ αk(modn) is
also a generator of Z∗n if and only if (k, φ(n)) = 1.

The above three algorithms can be modified to the gen-
eralized scheme in the multiplicative group Z∗n, where n is
pt or 2pt. This is done by selecting a generator θ in Z∗n, the
powers a and k in the interval [1, φ(n) − 1] and arithmatic
modulo n.

2.3 ElGamal Cryptosystem in the Domain of
Gaussian Integers

El-kassar et al. [7] and Awad [1] considered the arith-
metics in the domain of Gaussian integers Z[i], Z[i] =
{a + bi|a, b ∈ Z} is the subring of the field of complex
numbers,to extend ElGamal cryptosystem from the integer
arithmetics as follows. First, a Gaussian prime β is chosen.
Let Gβ be a complete residue system modulo β. Then, Gβ

is a field with respect to addition and multuplication modulo
β and its multiplicative group, the reduced residue system
G∗β , is cyclic. If β = π, where q = ππ̄ is prime integer of
the form 4k + 1, then Gπ = {a : 0 ≤ a ≤ q − 1} = Zq,
see [2]. This choice will be excluded since the calculations
will be identical to those of the classical case. Hence, β is
chosen to be a large prime integer p of the form 4k + 3 so
that Gβ = {a + bi : 0 ≤ a ≤ p − 1, 0 ≤ b ≤ p − 1} see
[2], where the number of elements in Gβ is q(β) = p2 and
in G∗β is φ(β) = p2 − 1. Hence, the cyclic group used in
the extended ElGamal cryptosystem is enlarged, its order is
larger than the square of that used in the classical ElGamal
cryptosystem, with no additional efforts required for finding
the prime p. Now, a generator of θ of G∗β is chosen. Note
that there are φ(p2−1) generators inG∗β . A random positive
integer a is then chosen so that the public key is (p, θ, θa).
Since a is a power of θ, then a must be less than the order
of the group power G∗β which is p2 − 1. This power, a, is
the private key. To encrypt a message, we first represent it
as an element m in G∗β . Then, a random positive integer k is
selected to be used as a power so that k is less than p2 − 1.
The encrypted message is c = (γ, δ) where γ = θk and
δ = m.(θa)k. Note that the values of γ and δ must be el-
ements of Gβ and hence must be reduced modulo β. The



message c is decrypted using the private-key a to compute
γ−a.δ.

The three algorithms of the classical method can be mod-
ified to the generalized scheme in the domain of Gaussian
integers. This is done by selecting a generator θ in G∗β, the
powers a and k in the interval [1, p2 − 2] and arithmatic
modulo β.

2.4 ElGamal Cryptosystem over Quotient Rings
of Polynomials over Finite Fields

The ElGamal public-key cryptosystem is also extended
in the setting of the cyclic group of the finite quotient ring
Zp[x]/ hf(x)i, where p is an odd prime, and f(x) is a re-
ducible polynomial of degree n over Zp[x], see [5]. In this
case the ring Zp[x]/ hf(x)i is not a field. But according to
ElGamal public-key cryptosystem scheme we are only in-
terested in the cyclic groups of units of such rings.

Let F be a finite field of order pn, where p is an odd
prime. In a recent study by El-Kassar et al. [6], a classifica-
tion of all quotient rings F [x]/ < f(x) > with cyclic group
of units U(F [x]/ < f(x) >) was obtained. In particular,
for any finite field F of order q = pn, the group of units
U(F [x]/ < f(x) >) is cyclic and isomorphic to Zq−1 if
and only if f(x) is linear. Also, U(Zp[x]/ < f(x) >) is
cyclic and isomorphic to Zp−1 × Zp if and only if f(x) =
h(x)2, where h(x) is linear. Since Zp[x]/


(ax+ b)2

®
and

Zp[x]/

x2
®

are isomorphic, ElGamal scheme can be ex-
tended to the group of units of the ring Zp[x]/


x2
®
. The

order of U(Zp[x]/ < x2 >) is φ(x2) = p2 − 1. We note
that a polynomial f(x) in Zp[x] belongs to the cyclic group
U(Zp[x]/


x2
®
) if and only if (f(x), x) = 1. This is equiv-

alent to saying that x does not divide f(x), where f(x) is a
linear polynomial. Hence,U(Zp[x]/


x2
®
) = {c+dx | 1 ≤

c ≤ p− 1, 0 ≤ d ≤ p− 1}.
For a detailed look at the algorithms of the extended El-

Gamal encryption scheme in the domain of quotient rings
of polynomials over finite fields see [5] and [10].

3 ElGamal Public-Key Scheme Attack

In order to attack any protocol that uses ElGamal public-
key encryption scheme we have to solve the discrete loga-
rithm problem. There are many algorithms for solving the
discrete logarithm problem. Two of the the most popular al-
gorithm are the baby-step giant-step algorithm and the Pol-
lard’s rho algorithm, see [9]. The Pollard’s rho algorithm
is a randomized algorithm. It has the same expected run-
ning time as the baby-step giant-step algorithm. It has an
advantage over the the baby-step giant-step algorithm since
the amount of storage required is negligible . For simplicity,
we describe the algorithm in a cyclic group G whose order
n is prime.

Partition the group G into three sets S1, S2, and S3 of
roughly equal size. This partition should be based on some
easily testable property. When selecting the partition, one
must excercise some care; for example, 1 /∈ S2. Given a
generator α of the group G and and element δ = αx, we
determine x as follows. Let x0, x1, x2, ... be a sequence of
group elements defined by x0 = 1 and

xi+1 =

⎧⎨⎩ δ.xi if xi ∈ S1
x2i if xi ∈ S2
α.xi if xi ∈ S3

(3.1)

For i ≥ 0, define two sequences of integers, a0, a1, a2, ...
and b0, b1, b2, ... satisfying xi = αaiδbi for i ≥ 0, by a0 =
0, b0 = 0, and

ai+1 =

⎧⎨⎩ ai if xi ∈ S1
2ai(modn) if xi ∈ S2

ai + 1(modn) if xi ∈ S3

(3.2)

and

bi+1 =

⎧⎨⎩ bi + 1(modn) if xi ∈ S1
2bi(modn) if xi ∈ S2

bi if xi ∈ S3

(3.3)

If two group elements xi and x2i are found with xi =
x2i, we have αaiδbi = αa2iδb2i , and so αa2i−ai = δbi−b2i .
By taking logarithms to the base α, we obtain

(bi − b2i). logα δ ≡ (a2i − ai) (modn)

provided bi 6= b2i (modn). We note that bi ≡ b2i occurs
with negligible probability. The above equation can then be
efficiently solved to determine x = logα δ.

Algorithm (Pollard’s rho for computing the discrete log-
arithms)

INPUT: α (a generator of a cyclic group G), n (order of
G), and δ ∈ G.

OUTPUT: x = logα δ (the discrete logarithm).

1. Set x0 = 1, a0 = 0, b0 = 0.

2. For i = 1, 2, ... do the following:

(a) Using xi−1, ai−1, bi−1 and
x2i−2, a2i−2, b2i−2 computed previously,
find xi, ai, bi and x2i, a2i, b2i using
(3.1)− (3.3)

(b) 2.2 If xi = x2i, then do the following:

i. 2.2.1 Set r = (bi − b2i) (modn).

ii. If r = 0 then the algorithm with failure; oth-
erwise, compute x = r−1(a2i−ai) (modn)
and return (x).



In rare cases, Pollard’s rho algorithm terminates with
failure. The procedure can be repeated by selecting random
integers a0, b0 in the interval [1, n − 1], and starting with
x0 = αa0δb0 . The example below with artificially small
parameters illustrates Pollard’s rho algorithm in the domain
of Gaussian integers.

3.1 Example

(Pollards Rho algorithm for logarithms
in a subgroup of U(Z[i ]/ <43 >) = G∗43).

Let β = 43. The element α = 2 + 13i is a genera-
tor of the subgroup G of G∗43 of order n = 11. Suppose
β = 11+3i = α7. By using Pollards rho algorithm for log-
arithms in G∗43 the discrete logarithm x = log2+13i 11 + 3i
is computed as follows:

1. Partition the elements of G into three subsets accord-
ing to the rule x ∈ S1 if |x|2 ≡ 1(mod 3), x ∈ S2 if
|x|2 ≡ 0(mod 3), |x|2 ∈ S3 if x ≡ 2(mod 3), where
|x| =

√
a2 + b2 is the modulus of the complex number

x = a+ bi.

2. Applying step 2 in Pollards rho algorithm
for the given data, table 5.3 shows the values of
xi, ai, bi, x2i, a2i, and b2i at the end of each iteration.

i xi ai bi x2i a2i b2i
0 1 0 0 1 0 0
1 11 + 3i 0 1 26 + 23i 0 2
2 26 + 23i 0 2 18 + 8i 2 2
3 11 + 40i 1 2 7 + 9i 3 3
4 18 + 8i 2 2 2 + 30i 4 4
5 2 + 13i 2 3 7 + 9i 4 6
6 7 + 9i 3 3 2 + 30i 5 7
7 7 + 34i 3 4 7 + 9i 5 9
8 2 + 30i 4 4 2 + 30i 6 10

Table 5.3: Pollards Rho Table

3. Note that at iteration 8, x8 = x16 = 2 + 30i.

4. Finally, compute r = b8 − b16(mod 11) = 5, r−1 =
5−1(mod 11) = 9 and r−1(a16 − a8)(mod 11) = 7.

5. Hence, the discrete logarithm log2+13i 11 + 3i = 7.

Note that there are many integers in the subgroup G
with no inverse modulo n. For these integers we cannot
use Pollard0s rho algorithm to find the dicrete logarithm
and some other algorithm must be used. Also note that the
expected running time of Pollard0s rho algorithm for dis-
crete logarithms in G is O(

√
n) group operations. More-

over, the algorithm requires negligible storage.

4 Testing and Evaluation

In this section, we compare and evaluate the different
classical and modified cryptosystems by showing the imple-
mentation of the cryptosystems’ algorithms with their run-
ning results. Also, we test the security of the algorithms by
implementing different attack algorithms to crack the en-
crypted messages. All this is done using Mathematica 4.0
as a programming language and a PIV Dell computer with
2.4 GHZ CPU, 40 GByte hard-disk, and 512 MB DDRAM.

4.1 ElGamal based Algorithms

Using Mathmatica 4.0 functions and abstract algebra li-
brary, we have written programs for the following algo-
rithms:

1. Classical ElGamal.

2. Classical ElGamal with n of the form 2pt.

3. ElGamal with Gaussian numbers.

4. ElGamal with reducible polynomials.

After running the programs, it was clear that these pro-
grams have applied the ElGamal cryptosystem in the correct
way. All the programs have generated a public and private
key with different mathematical concepts. Then a message
is encrypted using the encryption scheme and is sent en-
crypted to a decryption procedure which returned the origi-
nal message.

Comparing these algorithms with each other, we con-
clude the following:

1. All programs are reliable; they can encrypt and de-
crypt any message.

2. The complexity for each of the algorithms is O(n2).
3. The reducible polynomial cryptosystem is reliable but

it took considerable time to generate a key and to encrypt a
message. This does not mean that it is inefficient because
it is more secure than the other algorithms. This will be
shown later in the attack section.

After 25 runs of the various algorithms, we can conclude
that:

a- The time needed to find the key, to encrypt and to
decrypt for the classical, modified 2pt and Gaussian is ap-
proximately negligible compared to the time needed for the
polynomials.

b- For the reducible polynomials the time needed to en-
crypt a message is greater than the time needed to find the
key or to decrypt a message.



4.2 Attack Algorithm

In order to attack any protocol that uses ElGamal public-
key encryption scheme we have to solve the discrete loga-
rithm problem. We enhanced the Pollard0s rho algorithm
to work with the modified algorithms.

To test the security of the algorithms, we implemented
attack schemes and applied them on the classical and mod-
ified cryptosystem algorithms. After running these attack
algorithms, we observed the following:

1. All the attack programs are reliable so that they can
hack an encrypted message by finding the private key.

2. The 2pt algorithm is probably stronger than the classi-
cal algorithm because we have an unknown power t. More-
over, it needs t times to attack this algorithm compared to
the classical one.

3. The Gaussian algorithm is probably stronger than the
classical algorithm since its attack algorithm needs double
the time needed to attack the classical one.

4. Perhaps the most difficult one to attack is in the poly-
nomial domain. This is due to the fact that mathematically
it is complex and needs considerable computing time to find
the modulus of a given polynomial with respect to a certain
irreducible or reducible polynomial and with respect to a
given prime number.

5 Conclusion

In this work, we presented the classic ElGamal cryp-
tosystem and four modifications to it, namely, the ElGa-
mal cryptosystem in Zn, in the domain of Gaussian inte-
gers, Z[i], and in quotient rings of polynomials over finite
fields. We implemented these algorithms and tested their
efficiency, reliability, and security. The results obtained
showed that all the algorithms applied the ElGamal cryp-
tosystem correctly and generated public and private key us-
ing different mathematical concepts. Messages were then
encrypted using the encryption scheme and were sent in en-
crypted form to a decryption procedure which returned the
original messages.

We also built attack scenarios directly aimed at solving
the discrete logarithm problem that these algorithms utilize.
We modified the Pollard’s rho algorithm to handle the mod-
ified algorithms. We observed that the polynomial domain
algorithm was the most challenging to attack due to mathe-
matical complexity.

As for future work, we plan to compare and evaluate the
efficiency of the modified algorithms using very large num-
bers by using parallel computing techniques. We plan to
run the programs in parallel on many computers and split
the complex mathematical calculations between these com-
puters. We plan to write a function that is capable of finding

any random irreducible equation with respect to a specific
prime number p. We also plan to apply the modified algo-
rithms in many fields such as communications and network
security.
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